SSCB: e-safety policy and guidance for the children’s workforce and volunteers in Southwark
1.0 Purpose of the e-safety policy
Southwark Safeguarding Children Board wishes to encourage and develop the safe use of digital and mobile technologies through the education of children and young people and the adults who have a duty of care for them.

E-safety contributes to the ‘safety and stability’ elements of the Children and Young People Plan in Southwark.  

The purpose of the policy is to:

· Protect children from harm

· Ensure services fulfil their duty of care to children

· Safeguard staff in their contact with children and their own use of the internet

· Provide clear expectations for staff and children on acceptable use of the internet
· Ensure all stakeholders continue to review the risks as new online applications, tools and services come online

This document provides guidance to staff on how to recognise the risks of internet use and take action to reduce these risks.  
2.0 Introduction and context

Internet and mobile technologies are a fundamental part of children and young people’s lives providing them with access to a wide range of information and increased opportunities for instant communication and sharing via social networking.  It is also a key learning tool for children in schools and educational establishments and will become a key mechanism into their adolescent and adult years to continue lifelong learning and social development.  However the internet and new technologies can present several risks.  Children may be unaware that they are as at much risk online as they may be in the real world, and parents may not be aware of what they can do to protect them.

Southwark Safeguarding Children Board promotes the positive educational and social benefits of the internet but cautions that its use should be balanced against the need to have safeguards in place.

Staff and volunteers working with children and vulnerable adults will have a role in implementing safeguards by helping the young people they work with to keep themselves safe online and deal with safeguarding issues arising from e-safety incidents.

The need for such an e-safety policy has arisen from local learning as well as national messages from the Office of the Children’s Commissioner, Ofsted, The Child Exploitation and Online Protection Centre (CEOP) and research into the need to build on children’s online resilience to optimise safeguarding children and young people (Przybylski, 2015).

As in the offline world the risks social media and the internet pose are mediated depending on a range of family, personal, education and environmental influences.  The challenge for parents, carers and those working with children is that there is always a risk of exposure to a degree of danger.  The response needs to be proportionate, creating a balance between protecting but not overwhelming the child and not stifling their natural curiosity.  The ideal position is to create an environment where young people grow in confidence and maturity so that they are empowered to make independent judgements about risk and are aware of the supports they can use if they recognise they need help.  However those who are more vulnerable will need additional protection and support.
At a recent SSCB conference ‘Action for Children’ advised that we ‘we are all in the service for children’ and as such we have an obligation to understand their world and their communication networks.  Most children and young people are very familiar with online usage  (Perensky)  and adults are now in a situation where they have to provide support whilst creating responsive  safeguards that can be used when required.
3.0 What is e-safety 
New technology
We are living in a world where technologies and the online world are continually developing and changing. Current types of technology and online that can be associated with e-safety include:
· Computers 
· Mobile technology including mobiles phones, tablets and laptops 
· Gaming including online gaming, games consoles and handheld devices
· Webcams including portable webcams and built in cameras 
· Social networking sites and mobile blogging sites
· Instant messenger and chat sites
· Websites and online forums

· Email

· Applications for mobile devices 
· And in the future ‘the internet of things’ whereby many everyday devices we use will be connected to the internet

· Keeping updated with the changing technologies and the way children and adults use them is vital. 
Definition of e-safety
Byron (2010) helpfully defined e-safety as:

“New technologies are integral to the lives of all children, young people and their parents. They inspire children to be creative, communicate and learn. It is essential that children and young people tap into the potential of the digital world if they are to enjoy their childhood and succeed in life. In educating children and young people we should empower them to learn how to use digital technology responsibly, not simply block what they can access. We must give them the information and skills they need to be digitally literate and savvy users. This enables them to take advantage of the opportunities that new technologies can offer, as well as being able to deal with any risks that arise”. 

(Dr Tanya Byron, March 2010)

Byron’s (2010) review set out three objectives for child safety online:

1. To reduce the availability of  harmful and inappropriate material online

2. To restrict access to such harmful material online through a combination of technical tools, and informed parenting

3. To increase children’s resilience to the material to which they may be exposed so that they have the confidence and skills to navigate these new media waters more safely

E-safety themes
E-safety can be broken down into three themes as outlined by Ofsted (Inspecting e-safety: Briefing for section 5 Inspection)  and originally summarised in the EU kids online research report:

Content
· Access to age inappropriate content as well as illegal content

· Access to excessive commercialism and advertising

· Access to inaccurate content – for example misleading health information

· Access to illegal and extreme material

Contact 

· Unwanted contact or grooming

· Being a victim of cyberbullying

· Harmful content

· Privacy and digital footprint

Conduct

Users engaging in inappropriate activity such as:

· Downloading illegal material

· Cyberbullying others

Many factors account for children’s online experience and this is why any policy needs to be responsive and reflect the environment it is to be used in.  EUonline have developed a model to help predict positive and negative outcomes to enable evidence based policy formation.  The following diagram sets out the risks children and young people may be exposed to:
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Some of the terms used in discussion and documents are defined in the following ways:
· Unwanted contact or grooming

“A process by which a person prepares a child, significant others and the environment for the abuse of this child. Specific goals include gaining access to the child, gaining the child’s compliance and maintaining the child’s secrecy to avoid disclosure”

(Craven, Brown and Gilchrist, 2006)
This may include access to illegal and extreme material.
· Cyber bullying
The Department for Education defines cyber bullying as: 

“The use of digital technology (text messaging, email, social networking sites etc.) to bully, harass or abuse someone”. (DfE, 2009)
· Harmful content/ illegal materials

Harmful content and illegal material includes the online exposure to material that is not age appropriate and access to illegal materials. This can be both intentional and non-intentional. This category also incorporates the creation and sharing of self-taken sexualised images sometimes known as ‘sexting’.

· Privacy / digital footprints

The information we put online leaves ‘footprints’. Young people can easily be identified or traced by the information that they put online. Once information is online it is hard to remove, it can be copied or cached and re-uploaded. This means that the information may be around forever. Information about individuals is not just stored on their profiles; it may also include information about them uploaded by others.

This report does not list specific tools and applications as these are constantly  changing however want to outline important principles and procedures which underpin good safeguarding practice

4.0
What does good e-safety look like?

Ofsted (2014) identified in the context of a school inspection that the effectiveness of e-safety may be described as the school’s ability ‘to protect and educate pupils and staff in their use of technology to have the appropriate mechanisms to intervene and support any incident where appropriate’.  Although this relates to schools, key themes and good practice emerge for wider application.

Ofsted identify key themes as good and outstanding practice:

· Shared responsibility: Assemblies, tutorial times, personal social health and education lessons and an age appropriate curriculum in schools including PSHE for e-safety

· Managed systems: Agencies such as schools and libraries to manage their systems.  Ofsted advise young people  were more vulnerable overall when schools used locked down systems because they were not given enough opportunities to learn how to assess and manage risk for themselves

· Review and update: Senior leaders, staff & families working together to develop a clear strategy for e-safety.  Policies reviewed regularly in light of technological developments.

· Family outreach:  Partners recognising that, relationships with families, needed to keep developing to support e-safety at home

· View of pupils:  Partner’s  recognising  that, relationships with families need to keep developing to support e-safety at home

· Robust & integrated reporting:  Everyone knows what the reporting routes are, external abuse buttons (eg CEOP) and effective peer mentoring and support.  Also referral mechanism to the Local Authority Designated Officer where staff and volunteers breach guidance
· Staff regular training & updates:  All staff receive regular and up-to date training and one or more members have higher level of expertise and defined responsibilities assess and manage risk for themselves

· Rigorous e-safety policies: Written in plain English updated regularly and ratified by governance committees understood and respected by, children and families and staff

· Monitoring and evaluation: Risk assessment taken seriously and used to good effect in promoting e-safety

· Management of personal data: Personal data is managed securely and in accordance with statutory requirements  

5.0
Conclusion 

E-Safety skills are skills for life. If children understand the risks and can make sensible and informed choices online, they can get the most from the internet and social media stay safe whilst doing so.  Research concludes the importance of developing resilience online.  This is reached through supportive and enabling parenting encouraging the development of digital skills and allowing children to take risks and develop coping strategies in the online world, just as we would in the offline world
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Appendix 2: Action Plan e-safety policy and guidance
1. Raise awareness and understanding of e-safety issues amongst children and young people

	Objectives
	Action

	1.1   SCB Strategic objective
	· To decide where the e-safety responsibility will sit within the organisational structure of the LSCB

· To develop a position statement that will inform the overall strategy of the LSCB

· To agree terms of reference to add to the sub group responsible for monitoring impact of e-safety policy

	1.2   Make e-safety a talking point for children and young people inside and outside the school environment
	· A wide range of resources made available for all schools including refreshed polices, model policies, learning resources, presentations suitable for parents/carers.  All schools to include free schools, maintained and non maintained

· In school support is made available for parent/carers presentations, staff training or curriculum design.

· The inclusion of e-safety questions (cyberbullying) on any wider anti-bullying surveys and questionnaires.

· Links with PRU, alternative provisions and youth clubs



	1.3   Increase awareness of resources that support children to behave safely on-line 
	· Work within schools as above. 

· E-Safety is a standing point on the agenda at all school strategic meetings and of meeting of designated anti-bullying and e-safety week promotion  for awareness

· Develop a communication strategy to enable increased awareness

· Consult with groups of children and young people about what they think will help improve awareness for their peers




2. 
Raise Awareness and understanding of E-safety issues amongst parents and carers
	Objectives
	Action

	2.1   Improve levels of awareness amongst parents and carers of the risks posed to children and young people by their use of technology.
2.2   Improve levels of awareness of parents and carers (including foster carers and residential units commissioned) of ways of mitigating the risks posed to children and young people.
2.3   Improve awareness amongst parents and carers of available resources in this area
2.4   Increase awareness of how to respond to and report incidents both to local and national agencies 
	· Contact and joint work in developing awareness campaign between the educational economy and voluntary sector 

· Raise awareness within Early Years Providers and services through training and publicity

· Use existing links to existing Parents Groups to raise awareness

· Use of Intranets, SSCB & Southwark Websites (create safety section of SSCB website)

· Directorate of Children’s Services – ensure it has strong links with e-safety
· Consult with parents and carers in particular foster carers and residential units through the commissioning process as to how they think the children and young people they care for are safeguarded


3. 
Raise Awareness and understanding of E-safety issues amongst all SSCB member agencies
	Objectives
	Action

	3.1.  Increase the number of professionals with an understanding of the importance of e-safety and how to deal with the issues

3.2.  To continue to raise the profile of e    safety amongst professionals and practitioners  To clarify the reporting

Mechanism for all member agencies and partners of the LSCB and to make it inclusive of the Internet Watch Foundation and CEOP as well as the police

	· Ensuring each employing organisation is checking the skill and awareness of its staff and training them accordingly.

· Develop e-safety training to be available via SSCB website and ‘mylearningsource’.




4. 
To link  the work of the Southwark SCB sub groups 
	Objectives
	Action

	4.1    SCB Strategic objective
	· To decide where the e-safety responsibility will sit within the organisational structure of the LSCB

· To develop a position statement that will inform the overall strategy of the LSCB

· To agree terms of reference to add to the sub group responsible for monitoring impact of e-safety policy

	4.2   Increase awareness across all areas of e-safety, bullying and Child Sexual Exploitation.
	· Hold common basic awareness training events that cover the common areas

· Ensure all materials and presentations offered as part of the SSCB training programme refer  to the other related areas and support a cross referencing approach.

· Ensure appropriate responses are joined up once it is identified that a child is at risk by using  the standard Multi-Agency Child Protection procedures (accessed via  the SSCB website)



	4.3 To develop an e- safety data monitoring dataset member agencies can report on, and which includes

policies, practices and procedures; organisational internet safety reporting mechanisms; infrastructure

arrangements and training
	· Hold meeting of each sub group chair with Independent chair to create and coordinate a working group to look at the development of a e safety data set 

· Invite key individuals to inform development of the data working group

· Produce a draft of a data set for the winter  2015 delivery of the performance framework

· Agree the audit mechanism and plan who to involve in the delivery of monitoring the policy and impact conjunction with various
              children and young people’s including forums  to develop a mechanism that collates their views and opinions on the safeguarding practices related to e-safety



Appendix 3: Children’s Commissioner’s Top Ten Tips for staying safe online

1. It’s private... Make sure your page is private. You can do this in your Facebook privacy settings. Click in the lock icon in the top right hand corner of your page, and then click on the ‘Privacy’ tab to change your settings. You can also change the privacy settings for posts that appear on your timeline or posts you are tagged in, such as photos and statuses, under ‘Timeline and Tagging’. If you’re not sure how to do this, ask someone you trust to help you. 

2. About me. Never tell anyone anything personal about you, your friends or your family. Never post or send photographs or videos of yourself naked or topless (‘sexting’). You cannot control who has access to that photo and how it is shared. ‘Sexting’ is illegal. Before you post anything stop and ask yourself, am I sure that I have permission to post this and that it won’t upset anyone if I do? 

3. SSHH... Keep your password private. 

4. Making friends. Don’t add anyone you don’t know as a friend. If someone keeps asking to be your friend and you don’t like it or they make you feel uncomfortable in any way, you can block them. This means they will not be able to ask to be your friend again. If you’re not sure about a friend request, ask someone you trust for help, such as your parents, a teacher or guardian. 

5. Telling the truth. Remember not everyone tells the truth online, so only speak with people you know and trust on Facebook. Don’t accept the friend request of someone you don’t know. If you want to unfriend someone, go to their page, hover over the ‘Friends’ button at the top and click ‘Unfriend’. 

6. Telling someone. If someone contacts you and you don’t like what they have done or said, do not reply or engage with their messages. Save what they have said and tell someone you trust, such as your parents, a teacher, or guardian. This also applies to cyber-bullying or any form of harassment. 

7. Meeting up. Never arrange to meet someone you have met online and not met in person before. If someone asks you to meet with them, don’t go and tell someone you trust, such as your parents, a teacher or guardian. 

8. Get ‘appy. Add the CEOP app so you can report anything that happens which you think is inappropriate or makes you feel uncomfortable. You can add the Click CEOP app to your Facebook page here. 

9. It’s forever. Remember once you post something, it could be up there forever. Even if you delete it, someone could copy it or save it so you cannot be sure it is gone. If you’re not sure about whether you should post something, stop and ask yourself the following: would you be happy if any of your friends saw it? Would you be happy if your parent, guardian or carer saw it? Would you be happy if your teacher or future boss saw it? If the answer to any of these is ‘no’, then don’t post it, or ask someone you trust for help if you’re not sure. 

10. Help me. Always ask for help. If you’re not sure about anything online, ask someone you trust for help. This might be a friend, family member, teacher, or guardian. You can add the Click CEOPP app to your Facebook page here for more advice. 

For more information about saying safe online, or to report behaviour that makes you feel uncomfortable, you might want to visit: 

http://ceop.police.uk/ 

http://www.nspcc.org.uk/help-and-advice/for-parents/online-safety/online-safety_wdh99554.html 

https://www.iwf.org.uk/ 

http://www.childnet.com/young-people 

http://dotcomcf.org/children/
Top Ten  Tips accessed via
http://www.childrenscommissioner.gov.uk/publications/top-10-tips-staying-safe-online 
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